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HMudopmanns 06 ocrosHEIX BHax MOIIEHHUYECTBA

B Hacrosimee Bpems mauGonee PaCTIpOCTPaHEHHBIM CHOCOGOM COBEpIICHHS
NPECTYNNEHUH B AanHOi cdepe aBusieTcs XHieHHe ¢ 0aHKOBCKMX KapT rpakias,
KOraa 3710YMBIICHHHKH N0 TeneOHy NpeaCTaBIsIoTCs COTPYAHHUKAMH CIyx0
OesonacHocTH pasnuuHbIX 6aHKOB U [I0A pa3sIuYHBIMH NPEUIOTaMH TIONYYAOT OT
TIOTEpNeBIIKX HOMEp OaHKOBCKOH KapTsl, kog CVV (3 undper Ha obparHoii
CTOpOHE KapThl), a Takxe [aponH, npuxoausmike no SMS, Heo6xomumbie ISt
NPOBEACHMS QHHAHCOBBIX onepauuii. TaKke 3JIOYMBIIUICHHUKH MOTYT COOOLIHTD
TIOTEpPNEBLUINM O HEOOXOJHMOCTH YCTAaHOBIEHHS Ha CMapTHOH, KOMIBIOTEp Hiu
[UIaHIIET pasinv9HbIX nporpamM («Anydesky, «Quick support», «Teamviever» &
Ap.), BHIAABAS MX, B TOM YMCJie, 33 AHTHBUDYCHBIC, [103BO/ISIOMMX MOIIEHHUKAM
AUCTAHLHOHHO, T.. YAaNeHHBIM JOCTYIIOM, YOpPaBISTE CMapTGOHOM, HOYTOYKOM
Wil TZHIIETOM H, KaK CHEICTBHE, OCYIECTRIATh OHIAMH NIEpPEeBOALI OT HMEHH
TIOTEPNEBIINX Yepe3 UX IHYHBIH KaOHHeT.

Obpamaio Brumanue, uto B X0zE TeNeOHHBIX Pa3srOBOPOB MONICHHHKH
MOTYT COODIUMTE Bal¥ NEPCOHATBHbIE AanHble: OHO, naty poxienus,
TaclOpTHBIE NaHHBIE, a TaKKe AaXe MOCIeIHHe OTepallH [0 BallHM CYeTaM.
Kpome Toro, [IPECTYIIHUKM, HCIONb3YS BO3MOXKHOCTH [P-tenedonuu, moryr
OCYHISCTBIATE 3BOHKH C abOHEHTCKHX HOMEPOB, CXOXMX HIH HIASHTHYHBIX
OQHUMATEHEIM HOMepaM DanHkoB, ykazaHHEIM Ha 000opoTHOIT cTopore Kapr.

YTo6s! He cTaTh XepTBOI NMONOGHEIX MPECTyIeHHH HEOOXOMUMO MOMHHTS,
TO HACTOSINME COTPYNHHMKH GAHKOB HHKOTIA HE 3BOHST KIHCHTaM H HE MPOCHT
COOOLIMTE MM KaKyIo-mubo MH(OPMALIHIO, KACAIONIYIOCH KAK HX NEPCOHANBHEIX
JaHHBIX, TaK H OaHKOBCKOii Kaptel. Hu npu kakux obcrosTenscTBax He
Pa3rialliaiTe HUKOMY, BK/OYas COTPYAHMKOB 0aHKOB, Mapomu Ha npoBexeHue
onepaumi. Ilapons ans Bxoga B cucremy «bank Owunaiim» 310 Bama mwunag
KOHQHAeHUMANbHAS  HHpOpMALHS. Takke, He B koeM chyuae me crout
YCTaHABIMBATE MO npocsbe Heu3BECTHBIX MK KaKue-1ubo mNpuioxeHHs
(mporpammsr).

Hubie cnoco6sr MomenuuyecTsa COBCPLICHHEIC NHCTAHIIHOHHBIM CIIOCOBOM.

C ucnons3oBanneM cetu HHBTepHer:

1. Ilyrem nonyyenus [Ipenonnarsl B pa3mepe a0 100% 3a TOBap WK YCIYTY C
TIOMOIIBIO CO3NAaHMS «OAHOMHEBHbIX)» MHTEPHET-MAra3HHOB H CaWTOB-/IBOMHUKOB;
C Hcnons3osanuem HMHrepHer-muomanox mno NPOaKe TOBAapOB M yCayr (caiiTsl
«ABuTO», «lOna» u 1p.); B conMansHEX ceTax «B xonTakTe», «ONHOKIACCHHKHY
HT.JA.

IIpexne 4yem 3akazats ToBap B MuTepHere mounTaiiTe OT3BIBEI Ha pa3sHBIX
CaliTax O NaHHOM HHTEPHET-MArasWHe HiIH BUPTYalbHOM [pOJABIle, B Clydae
HaIM9Hs BBl Cpasy o6HapyxuTe OTpHUATENbHEIE OT3BIBLI, OTCYTCTBHE OT3BIBOB O
BHIODaHHOM BaMH HHTepHET-Marasuue FOBOPHT O KOPOTKOM IE€PHOAE ero
CymecTBoBaHusA. BuumarensHo uwnraiite Hazpanus Murteprer-marasuna, Tem
caMbiM Bhl u36exure caiiTos-kn1oHOB. Crapaiitecs u3berats MNOKYNKH TOBapa II0
npenomnare. EciM Lena ToBapa ropasho Hmke HeHs! B OOBLIYHEIX PO3HHYHEIX
MarasuHax, Tak W B APYIrMX HHTEpHeT-Marasusax, 1ubo ua PHIHKE B IEIOM

(Hanpumep, npu mponaxe aBTOMAamKHLI Mo 32HWKEHHOH CTOMMOCTH), 3TO MOBOJ
HaCTOPOXHTEC.



2. Ilyrem monyvenus unbopmauuu ot JIMla, pasMeCTHBIIEro 0OBABICHUE O
TIpojiaXke KaKOro-iMbo ToBapa, O MOJHBIX PEKBH3MUTAX €ro GAHKOBCKOLN KapTsl
(HoMep, cpok peifcrBus, naHHblE aepxarens, CVC-kog), skobbl, ¢ meabio
BHECCHUSA NPEAOIUIATEI, C MOCHEAYIONNM XHUIEHHEM C HEe JEHEXHBIX CPEICTB,
HCTIONB3Ys MOy4YEHHBIE JaHHEIE.

He cooGuaiire HCH3BECTHOMY KaKylo-1H00 HH(OpMauio Kacaronyiocs
OaHkoBCKOM KapTel - mis OCYIIECTBIEHUA MepeBofia TpeOyeTcs TONBKO
WIECTHAALATU3HAYHEIH HOMEP KapThl. HH nNpH Kakux 0BCTOSTENLCTRAX HE
coobluaiiTe Maponn Ha NpoBeneHue onepauui. Ilaponb ais BXona B cHCTeMy
«bank Onnain» 310 Bama nuyHas KOH(QMIeHIHaNbHas uHOpMarys.

3. IlyreM nony4eHus AeHEXHBIX CPEACTB OT IOTEPNEBUIMX TIPH, SKOOBI,
BHECCHUM CTaBOK Ha (POHIOBBIX ¥ UHBIX GHpKaAX.

IIpexzie 4eM BHOCHTH NeHBrHM MOYHTANTE OT3BIBEI Ha Pa3iIW4HBIX calTax B
HUnreprere, ysuaiite K IOPHCAHMKIIMY KaKOH CTpaHbl OTHOCHTCS AESTeIBHOCTE
NaHHOH OpraHU3alliM, a TAKKE O03HAKOMBTECH C NIpaBUJIaMH H YCJIOBHSMH ee
NeATEeNBHOCTH.

4. B3noMm crpaHuMn nons3oBareneil B coLUaIbHBIX CeTAX, B OCHOBHOM
«Brouraxte» u «ONHOKIACHHKHY, U PacChlIka COOOIIEHHUH «APY3bsIM» OT UMEHH
AHHOrO NONB30BATEN C NPOCHOOI OMOKUTH JeHer, KOTOpEIC HYKHO MEepeBECTH
Ha yKa3aHHbIe a0OHEHTCKHE HOMepa HiTH GaHKOBCKHE KapThl.

IIpexne 4em OCYyIIECTBUTL MepeBOj MO3BOHUTE CBOEMY IpYyry, OT KOTOPOro
TMIPHLLIO COODLICHKE, ¥ YTOYHHTE HHAOPMALIUIO.

C WCnonb3oBaHWEM CPEeNCTB cOTOBOH CBS3H IyTeM cooONIeHus rpaxaaHam
3aBEJIOMO JIOXHOW HHOOPMAIHH:

L. O HapymenuM ux 6aH3KEMH POACTBEHHHKAMH  JIEHCTBYIOIIETO
3aKoHonarenscTa (cosepwenne JTII, npuuuHenue TelecHHIX MOBPEXACHUH,
XPaHCHHE HADKOTHKOB U T.IL), C LEJbIO Nepenauu NOTEPIIEBIIMMH JIEHENKHBIX
CPEACTB Hepe3 MOCPENHUKOB, 1ubO MepeBon MX uyepes TepPMHHANBI OIAThl VI
PaspellICHUS COXKHUBLICHCA cuTyauuu. [Ipy aToM MomenHuKY CTapaloTcs AepKaTh
(OKCPTBY» BCErla Ha CBA3M, C LENbI0 HCKIIOYEHMS KAKMX-THO0 NeliCTBHI c ee
CTOPOHBI 10 NPOBEpKe HH(POPMaIHH.

Heobxomumo nepessonurs Ha wusBecTHble aGomenTckme HOMepa Juiy,
KOTOpLIM MpPEACTABAAETCS 3NOYMBIIUIEHHHK, NTHGO PONCTBEHHHKAM, C LENBIO
BBISSCHEHHS NEHCTBUTENBHOCTH NPOM3OLIEIINX COOBITHIA. [Tonpocuts 3B0HMAmMETO
Ha3BaTb KaKHe-nHOO HaHHbIE NHLa, KOTOpeIM OH npeacrasisiercs (D.M.O., nara
POXICHHSA, MECTO JKHTENbCTBA, NaHHBIE POICTBEHHUKOB, KaKHe-TuGo (akThl u3
XKH3HH H T.I.).

2. O 6noxupoBke GaHKOBCKOH KapThl myTeM pacceulku SMS-coobuienuii u
TNIOCIAEAYIOMWEr0 HHOOPMUPOBAHUS O HEOOXOAMMOCTH NaNbHEeHIIero BBEICHHS
psana koMaHz ¢ 6aHKoMara.

Ilpexxae d4eM BLINONHATH Kakue-THGO IelCTBHS 0aHKOBCKO# KapToii
TIEPE3BOHHTE B DAHK M yTOYHUTE HHGOPMALIHIO.

3. O BO3MOXHOCTH MOJIyYeHHS KOMINEHCALHH 3a paHee npuobpeTeHHbIE
HEKA49CCTBCHHbIC TOBAPHl MMM OKAa3aHHBIE YCNYTH, IS Hero HEOoGXOMUMO
TIEPEUHUCIIATE ONpE/eNeHHbIH IPOLEHT OT MOJIAraloNIeHCs CYMMBEL




Cnenyer 3HaTh, 4TO pasnuyYHBIC KOMIEHCALMM BHIIAYHBAIOTCS rpakaaHam
TONBKO MpH HMX JIMYHOM IHCBMEHHOM OOpallleHHH B COOTBETCTBYIOLIHE
opranusaniy. Hrikakye npoueHTs! 3a BEIIATY KOMIEHCANHMI He YILTadHBarOTCA.

4. 5Ik00BI, U3 NOMUKIMHUKK WK GONBHHLEL, O ToM uTo y Bac wmm y Bammx
POACTBEHHHKOB OOHApyXHMIH CTpPallHBIM JUAarHO3 M 4YTOOBI BBUICYUTH GOJE3Hb
HEOOXOAMMO MepeBecTH ACHbLIM 3a 1EKAPCTBa.

Heobx0a1M0 NOMHHTS, YTO HACTOSIIKI Bpay HUKOTAA He GyaeT 3BOHHTD BaM
Mo TeneoHy H COOOIIATh O «CTPAllHOM AMAarHo3e» WIM MPOCHTH MEpPEBECTH
JACHbIH 33 JIEKapCTBa.

J. C npocs60it KynHTh NPONYKTEI, CIIUPTHOE, LBETHI U T.1I., JOCTABHTH HX 1O
YKa3aHHOMY a[pecy, a MOMYTHO MEePEeYHCIATh AEHEXHEIE CPEACTBA Ha TeNedoH, ¢
3aBCPEHMEM, YTO IEHLIH BEPHYT 110 NPUOBITHIO HA aJ[pec 3aKa34yHKa.

Ecmu BBl ucnonnsere kakoe-nu6o mopydeHue mo TeNieoHy, JOCTaBlseTe
3aKas3bl, TO HE CIENYeT NMEPEBOAUTH ACHBIHM HA HE3HaKOMble TeieOHEI, CHavyana
AOCTaBbTE TOBAP M0 HA3HAYEHHUIO U HA MECTE OINPEIEIUTECH C 3aKA3YHKOM.

KpoMe nuCTaHUMOHHEIX MOLICHHHYECTB IPaXKaaHe CTAHOBATCS KEepTBaMH H
KOHTAKTHBIX MOIIEHHUYECTB, COBEPIIEHHbIX MO/l BUIOM COLMAILHBIX PAGOTHHKOB,
COTPYAHHKOB pa3lIM4HBIX OpraHu3auui (ropras, ropceer, IleHcHOHHBIH GoH,
MEJMLMHCKHE paboTHHKH M T.A.). IlpeanoraMm Moryt 6bITh: CpouHbIi 0OMeH
I€HEr, HafbaBKu K NEHCHH, IPOBEpPKA Ta30BOTO MM BOISHOLO obopyznoBaHus,
[I€pepacyeT KBapTIUIaThl, NMPEMHUH BeTepaHaM, npomaxa BAJIOB, MeQMIMHCKHX
NPHGOPOB WM APYTHX PAa3NUYHbIX TOBAPOB [10 JBFOTHBIM [EHAM H T.4. OcHOBHas
LUCIE SMOYMBILIICHHNKOB — Y3HATh, [Ie XPaHATCS JEHEKHbIE CPEe/ICTBA OKEPTBBLY,
fIOCJIE ¥ero OTBJIEYDb €¢ BHHMAHHE M COBEPIIUTH HX XHIIeHHE. TaxKe NMpemLnoroM

MOXeT OBITh TrafaHue, CHATHE NKOOLl HAJOXKCHHOMN NOpYH, HCIEJIEHHE OT
3a00JIeBaHUiA.

Kak nonsts obman:

- 00 OOMeHe NeHEXHBIX CPEACTB WIM NPOBEAEHUH KaKUX-THGO pedopm
3apaHee Oyzner coobluarscs B pasnuurbix CMU (TeneBHOeHHE, panHo, MeYaTHEIE
M3[IaHUS), B OTACNCHMSIX OaHKOB, YUYPEKIEHHAX COLMATLHOIN MOTHTHKH,
NeHCHMOHHOIO oHAa U T.A.

- Y3HaTk, 9TO 32 OpraHU3alKIO NPE/ICTABISIOT NPHILEIUINE K, IO3BOHHB TYIa,
y3HaT, €CTb N TaM TaKHe COTPYAHMKM H [POBOAMTCS JH 0OXOH JOMOB IO
0003Ha4YEHHOMY BONpOCY; MOTNPOCKHTH IPEABIBUTE YZIOCTOBEPEHHE;

- YBEIOMHTH POACTBEHHUKOB (XKeNaTelbHO ONPOCHTE MONBEXATh);

- MO3BOHMTEL WJIM NI03BATh COCE/EiH;

- MIO3BOHHTD 3aKPEIUIEHHOMY COLMATbHOMY paGOTHHKY;

- HE CTOHMT NOKYNATh y HEU3BECTHBIX HUKAKHX JIEKAPCTBEHHBIX MPENapaTos,
Ta30aHATN3ATOPOB, CYETYUKOB, (UIBTPOB IS BOIBI, XO3SHCTBEHHBIX TOBApOB,
MEAUIHHCKUX NPUOOPOB U T.IN.
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IME! MOIIEHHUKH!

ancmunua: ¢(1Knﬂ>l MOUleHHuU4Yecmeaa s
OMHOWEHUU NOXHCUNBIX epamcdau

K Bam npuwnu paborHuku [lencuontoro

s & donga, coymanscHoil, rasosoit caywBeli mam

YAOCTOBEpeHuUe,
OpraHusaLMio, COTPYAHWUKEMW KOTOPOH OHM

NPEACTaSMAUCE WAK B NOAULMIO No Tenedony
02!

MHbIE /MUa NOZA PasAWYHBIMM NPEeANOTaMM
nbiTalOTCR saiTk K Bam B flom ans okasanun

yoayr wan nposepku obopyposanus
- He cnewmre nyckats ux 8 gom!

Obssarensro nocMortpure MX

NOSBOHMUTE B TY

- Hu B Koem atyyae He NOKasbiBaNTe HESHEKOMbIM MECTa XpaHeHHA fieHer 1 qeunocreu!
- Byaete aurensbl Nnpu nonbiTkax oteneys Bac u ocrasute HesHakomua Ges npucmorpa 8
kBapTupe (Hanpumep, nog npeanorom npuHecTH sogbi)!
He ocmasaiimecs pasnooyuinsimu,
doeedume 3my URGOPMAKUIO 00 POOHBIX U GAUSKUX!

W Y
TR

I'Y MBJ] Poccuu no Husicezopoockoii o6iacmu npedynpesicoaem!
B 2019 200y srcepmeamu mowennuxos cmanu 6onee 2400 ycumeneii obnacmu.
Yuep6 om ux oeiicmeuii cocmasun 6onee 550 munnuornos pybaei.
Cameie pacrpocmpaneHHble crnocobor MouieHHuyecmea!

Ioxynka uau np 013Xa TOBapa 4Yepe3 HHTepHeT-calT

Ecan Bei nponaere wan nokynaere kakoii-auto TOBap
1Mo O0BSBACHHAM, Pa3MEIEHHBIM HA HHTEPHET-caiiTax,
H 205l NEpeBOAa AECHERHBIX CPEICTB MOMHMO HOMeEpa
GankoBcKoil KapTel Bac npocst Hassats e NUH-koz,

K01 Oe3omacHocTH (3T0 TpH nNochexHue ungpsl,
pacnonoxenHele Ha o0paTHol cTopone OGaukBcoii
KapTel), 3 TakkKe NApOJIH U3 TeleOHHBIX CMe-
coobieHHii.

NMOMHHTE! BAM 3BOHHT MOLUEHHHK!
HE nepeuncasiite npemomnaty, me yGeausumincs B
HaJeKHOCTH NPOAABLA.

Ecan Bam npuwno SMS-coofmenne o Tom, uto

Bama  GamkoBckas  kapra 320.10KHpOBaHa,
Heo0X0AHMO NMOATBEPAHTEL ONEPALHIO N0 CIIHCAHHIO
HIH NCPEBOAY ACHEKHBIX CPEATCB.

[TOMHHTE! Bavku He OCYWIECTBASIIOT TaKHX
pacceuiox! HE 3BomuTe Ha ykasaHHble HOMepa
TenedonoB, obpaThTech B Gamskaiiee oTaeacHHe
Bauxka!



BHUMAHHE!

YuacTtunucse hakrTsl MOUIEeHHUYecCcTBa B
OTHOLWIEeHMM NOXHMUNbIX rpaxxpas!

Bawm mo3eommam ¢ mezmaxomoro HoMepa H
coobmuaH, 970 Bam Gamskail pogcreenEnk
momax B Oexy (zaZepxaE moJEmEed,
COBEpHIET AOPOXKHO-TPAHCIOPTHOS
OpONCINeCTBHE H TJL.), a AIS TOro, YToOBI
0MOYb, HY:KHA OOpeJe/leHHAS CyMMa JeHer.
Obszareanno OpoBepbTe Ty
HEQOPMANHI0, CELXATECH ¢ POSHLIME B
GIEKHME Do pamee H3BecTERIM Bam
HOMepaM Teaedomos!!!

HHW B KOEM CIIYYAE HE NEPEBOAWTE U HE NEPEQABAWTE
HE3HAKOMbIM JIMLLAM OQEHEXHbIE CPEQACTBA!!!

K Bam OpHOLTE paboTHEKE
IescuoBHOrO doHna, commainBOR,
ra3oBoll cayx0bl B E1H HHLe JEOA 003
Pa3HSHEIME OpeIOTaMH NLITAIOTCH
3aiiTE Kk Bam B oM n18 okazaEms YCIyVT,
OpPOBEPKH 000pYyA0BaHES B T.1.

-He conemmTe nyckaTts 5x B 10M!

-ObszaTensro HOCMOTpHTe HX
YAoCTOBepeHHe, NO3BOHHTE B Ty
OpPraEN3anHI0, COTPYAHEKAME KOTOpOH
OHH HpeaCTAaBHIHCE HIH B OOJHOHIO
o texedory 02 wm 102!

s : ;¢ - Hu x xoem caygae me moxazmiBaiite
i = : HEe3HAKOMBIM MeCTa XpaHeHHS JeHer H
neHEHQCTedl!

- Byaste 6auTessEml npE nDommTiax
oTBiess Bac B ocragETL Besnaxomma Ges
OpPHCMOTPAa B KBapTHpe (Eampamep, mog
OPeAIoroM OPHHEECTH Bogs:)!

He ocraBaiTech paBHOAYLWIHbIMM,
AoBeAuTe 3Ty UHOPMaLIMIO [0 POAHDBIX U GNM3KKUX!



BHAMAHNE! MOWEHHHUKN!

ry MBa no Huxeropoackou o6nacru npegynpexpgaer!
MoweHHHYecTBa Ha MHTEpPHeT-cauTax

- - ITon mpennorom xyman —

s IPONAKHA TOBAPA

- Apenaa XKujibs JHGO

nDoMeIme HHH

- TpynoycrpoiicTea

Bu npopaerte wnu noxynaite KaKou-nibo ToBap no OOBLABNEHUAM, PA3MEICHHLIM
H3 MHTEPHET-CAWTaX, CH3ETEe WM XOoTHTe apenpjoBaTte XWUNLe W ANA nepesopa
ACHENMHLIX CPEACTE NOMMHMO HoMepa 6aHKOBCKOM KapThi Bac NPOCAT Ha3BaTL eé NMMH-
Ko, xop GesonacHocrH (3o TPHM nocnepHue uyuppol, PacnonoxeHHLie c3agu
GaHKOBCKOM KapThl), a Taime NAponu U3 TenepoHHbLIX CMC-CoOGIEeHMIK.

MomHuTe! BAM 3BOHUT MOLUEHHUK!

HE nepeuucnsite genexubie cpencrea, He ybeauswIuCh B
HageXHocTu agpecara!l

MouweHHU4YecTBa ¢ 6aHKOBCKUMM Kapramu
T - lox mpeasorom pasbiokapoBKE
0aHKOBCKOM KapTHI
- Bommaar pasamusasix kommencanmi
- lloaTeep:xaenna onepammii mo
COHCAHHIO AHOO HepeBoxy
JeHEeAKHBIX CPeaCTB

Ecnu Bam npuwno SMS- coobuienue o YoM, 4ro Bama Ganxosckas xapra

3abnoxupoBaHa, HeoSxonumo NOATECPANTE ONSPaLUMIO MO CRMCAHKIO MM nepesopny
ACHEXHLIX cCpescTs

MoMHKTe! BaHKK He OCYLEeCTENMIOT TakMx paccuinok! He ssoHure Ha

ykasaHHbie B SMS-coobuieHnm HOMepa TenegoHOB, o6paruTecL NWYHO B
Gnuxaswee orgencHue Baxka!

Ecnu Bux cranu xepreoli mowersukos unm Bur noaospesaiiTe,
4T B oTHowenuu Bac nnaHupyroTes MpoTUBONpasHLIe
AeUETBUS, HRIAMEANUTEbHE cocbupre o6 3tom B nonMyue
ne renegony 02 ( ¢ mobunbrore - 102)



